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Easy to use, GUI based management provides performance and security. 

Reliable disk based backup and recovery along with Snapshot capability enable fast and reliable 
backup and restore. 

Easy to implement remote Replication, at block or volume level enables cost-effective disaster recovery, 

IP based storage management combines NAS and iSCSl functionality for centralized storage 
and storage consolidation. 
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Example configuration of Multipath I/O on DSS V6 Windows 2008 

Hardware Requirements: 

To run the Multipath I/O on DSS V6 with Windows 2008 server, a minimum of two network cards in both systems are required. In this 
example the DSS V6 system and Windows 2008 server use three NICs. 



LAN 



Windows 2008 Server 




IP:192.168.0.70 ethO 



IP :192. 168.2.70 ethl(MPIO)|^ 
IP:192.168.3.70 eth2(MPIO)i 



Switch 
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DSS V6; iSCSI Targets: 
iqn.2010-03:dss233.esx 
iqn.2010-03:dss233.win2008 



IP:192.168.0.220 ethO 



-^ IP :192. 168. 2.220 ethl (used for the MPIO) 
_|^ IP :192. 168.3.220 eth2 (used for the MPIO) 
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ENTERPRISE CLASS STORAGE QSfoJ EVERY BUSINESS 



DATA STORAGE SOFTWARE V6 



i o\r iuirahon 



MAINTENANCE 



f You are hferei STATUS * network 



In order to verify proper NICs settings, 
go to menu: fl STATUS"tab, „network" 
and Interfaces. 



fpul 



.-. ethD 
-o ethl 
L . eth2 



Two NICs must be used for MP 10, we 
will use the following IP addresses: 
192.168.2.220 
192.168.3.220 





Interfaces 










■:;:■ 'tv r i 








ethO 


192.168.0.220 


off 


yes 


cable 


single 




ethl 


— 192.168.2,220 


off 


ves 


cable 


single 




eth2^^^ m 


j—192. 168.3.220 


off 


yes 


cable 


single 







■:::■ fc '? 



Info 

Wo DNS servers set. 



HTTP proxy info 



Use HTTP proxy 



HTTP proxy is off 
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Next, go to menu: CONFIGURATION" 
tab, „volume manager" and VoL 



In Volume manager, create two Block- 
10 or File-IO iSCSI volumes. 




Open-6 I ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 

I I I 

SETUP CONFIGURATION MAINTENANCE STATUS HELP 

'You are here: CONFIGURATION ► volume manager ► Vol. groups ► vgOO 



DATA STORAGE SOFTWARE V6 




^fy r Vol. replication ^ r 7 



Units assigned 



4063e430391S0437 













■::■ % r ? 








Logical Volume Tyf 


>e Snaf 


j. Rep. I 


Blocksize 

n't- ,u *. v 

(bytes) 


Size 
(GB) 


IvOOOO 


— >Sk 




N/A 


soo.oo \(U 


IvOOOl 


>.B^ 




N/A 


100.00 ^ 



Reserved Pool 


4.00 Q 


Reserved for snapshots 


0.00 


Reserved for system 


1.00 


Reserved for replication 


0.00 


Free 


112.06 






Action: | new NAS volume _J 


V Use volume replication 
r WORM 

| 


J 




112.06 


4^^ add: | 0.00 | GB 
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In menu: CONFIGURATION" tab, 
„iSCSI target manager", Targets, 

please uncheck the Target Default 
Name and enter target name: 
iqn.2009-01:dss233.esx 

Then the second one: 
iqn.2009-01:dss233.win2008 



0p&ft-& | ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 
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CONFIGURATION MAINTENANCE STATUS 



You are here: CONFIGURATION ► i5C5I target manager ► Targets 



*9 f Targets ^ r ? 




Create new target 


■:■ % r ? 


£*V Target Default Name 
Name: 

Alias: 




^lign .2009-0 l:dss233.esx 


^^^ targetO 


Please apply changes or press "reload" button to discard 



QP$}~& I ENTERPRISE CLAS S STORAGE OS for EVERY BUSINESS 
CONFIGURATION MAINTENANCE STATUS HELP 



DATASTORAGE SOFTWARE V6 



You are here: CO! nanager ► Targets 



1—0 targetO 



Create new target 


■:::■ 


^ r J 


n Target Default Name 
Name: 

Alias: 




"- ^ qn.2009-01:dss233.win200£j | 


targetl 


Please apply changes or press "reload" button to discard 
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DATA STORAGE SOFTWARE V6 




Now the configuration of DSS V6 is finished. 





^^^^* 








Q IvOOOl 




□ 


r 


r ~^° 


OonKciYRuzglGgVr 


Volume replication: 
Size (GB): 


N/A 
100.00 
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Stepl 





6L Server Manager 


-InlxJ 




Ffe Action View Help 




##l alralB 




4^ Server Manager (VVIN4<2LIZSZPSSE 


Features 






a 3} Roles 
r a gc) Features 
S jpl Diagnostics 
S 3J5 Configuration 
H Q Storage 


3 

I^HL View the status of features instaited on this server end ad< 


j or remove features. 


Navigate in the Windows 2008 
server to the Server Manager, then 
access the fl Features" section and 




A F e a t u r e s S u m m a ry 


Q Features Summary Help 




A Features: 3 of 34 installed 
Group Poky Management 


gg Add Features 
gll Remove Features 


add the „Multipath I/O" feature. 


«i 1 > 


Remote Server Administration Tools 
Rofe Administration Tools 
Active Directory Domain Services Tools 
Active Directory Domain Controller Tools 










O LastRefresh: 09,01.2010 13:17:47 Configure refresh 








1 1 
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Run MP 10 from the Administrative 

Tools. In the MP 10 Properties, go 

to the „Discover Multi-Paths" tab, 

check the „Add support for iSCSI 

devices" box, and click on the 

„Add" button. 

The system will reboot as this is 

required. 

If the checkbox „Add support for 

iSCSI devices" cannot be 

selected, you will have to 

logon to any iSCS I target using an 

iSCSI initiator first. 



Step 2 



MPIO Properties 



*j 



MPIO-ed Deviceg^Piscover Multi-Paths j DSM Install | 
SPC-3 compliant 




Add support for [SCSI devices 



Add 



Device Hardware Id 



Reboot Required 



A reboot is required to complete the operation. Reboot Now? 



Yes 



No 



5T 



OK 



Cancel 



Apply 
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Launch the Microsoft iSCSI Initiator 
and click on the „Discovery" tab 
then click „Add Portal...", and 

enter the IP addresses of the two 
network interfaces of the DSS V6 
server which has one or more 
iSCS I targets enabled. 



iSCSI Initiator Properties 



Favorite Targets Volumes and Devices RADIU5 

General > nkrn " pr " Targets 



-Target portals 



Address Port Adapter 

192.168.3.220 3260 Default 




^ Add Portal... 



1SNS servers 



Name 



Add. 



Remove 



Remove 



Refresh 



Refresh 



OK 



Cancel 



Apply 
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iSCSI Initiator Properties 



Log On to Target 



Target name: 




| iqn.20Q9-01:dss233.win2008 



V Automatically restore this connection when the computer starts 

\? Enable multi-path 

^ Only select this option if iSCSI multi-path software is already installed 
-" on your computer. 

Advanced. , 



OK 



Cancel 



iqn. 2009-01 :dss233.esx 
tqn. 2009-01 :dss233.win2Q08 



Details 



Inactive 
Connected 



Logon,, 



Refresh 



OK 



Cancel 
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Click the „Advanced..." button 
below on the „General" tab, select 
the IP address for the first path 
from the list of the ,Jarget portal" 

field. 



Please note that the values of the 
„Local adapter" and „Source IP" 
fields must remain to „Default". 



iSCSI Initiator Properties 



Log On to Target 



Target name: 



Advanced Settings 



iqn.2009-Ql:dss233.win2Q08 General I ipsec 



l~~ Automatically restore this c» 
W Enable multi-path 

Only select this option if iS 
on yo ur computer. 

Advanced.. 



iqn, 2009-0 l:dss233.esx 
iqn.2QO9-01:dss233.win20G; 



Details 



Connect by using 
Local adapter: 
Source IP: 
Target portal: 

CRC / Checksum 
l~~ Data digest 



Default 



Default 



Default 



192.168,2.220/3260 



1 192. 168,3.220/ 3260 



l~~ Header digest 



-3 
-3 



-3 



\~ CHAP logon information — 

CHAP helps ensure data security by providing authentication between a target and an 
initiator, To use it, specify the same target CHAP secret that was configured on the target 
initiator. 



User name: I iqn. 199 1-05. com .microsoft :win-k2u25zpsseb.test-open-e. local 

Target secret; | 

r Use RADIUS to generate user authentication credentials 

P Perform mutual authentication 

To use mutual CHAP either specify an initiator secret on the Initiator Settings page or use 
RADIUS. The same secret must be configured on the target, 



I - Use RADIUS to authenticate target credentials 



OK 



Cancel 



Apply 
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iSCSI Initiator Properties 



It is needed to logon as many 
times as there are paths to be used 
in MP 10 (in this example we will log 
on twice), repeat steps 4. and 5., 
this time selecting the IP address 
for the second path in „Target 
portal". 

Again, make sure the values of the 
„Local adapter" and „Source IP" 
fields remain at fl Default". 



I Log On to Target 



Advanced Settings 



Target name: 

| iqn,20G9-0L:dss233,win2008 General | ip se c | 

r Automatically restore this c* f Connect by using 



P Enable my Iti-path 

f \ On!y select this option if iS 
-" on your computer. 

Advanced. . 



iqn . 2009-0 L : dss233 . esx 
iqn,2uQ9-Ql:dss233.win20Qi 



Details 



Local adapter: 
Source IP: 
►Target portal: 



Default 



I Default 

1 192. 168.3.220/ 3260 



"3 
"3 




V CHAP logon information 

CHAP hefps ensure data security by providing authentication between a target and an 
initiator. To use it, specify the same target CHAP secret that was configured on the target 
for this initiator. 



:rne: I iqn.l991-05.com.microsoft:win-k2uzSzp^eb.f:e5(:--:'pen-e .:-: ; 

Target secret; 

f Use RADIUS to generic user authentication credentials 

V Perform mutual authentication 

To use mutual CHAP either specify an initiator secret on the Initiator Settings page or use 
RADIUS. The same secret must be configured on the target. 



I~~ Use RADIUS to authenticate target credentials 



OK 



Cancel 
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Now go back in the iSCSI Initiator's 
main window and go to the 
„Targets" tab, select the target 
and click the „Details" button. 



iSCSI Initiator Properties 



Favorite Targets 

General 



Target Properties 



Volumes and Devices 

Discove 



Sessions | Devices | Properties ] 
This target has the following sessions: 



Identifier 



FFFffa80052bbO 1 8-40000 1 3700000005 



D f fff f a80052bb0 1 8-40000 1 3700000006 



RADIUS 
• Targets 



Logoff... | 



Session Connections — 

To configure how the connections within 
this session are load balanced, click 
Connections. 



Refresh 



Session Properties 




Target portal group: 


1 


Status: 


Connected 


Connection count: 


1 



Connections 



OK 



Cancel 



Apply 
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Step 8 



iSCSl Initiator Properties 



Favorite Targets 
General 



Volumes and Devices 
Discovery 



| RADIUS | 
Targets 



Target Properties 



*l 



On the „Devices" tab, click the 
„Advanced" button. 



Session^ Devices | Properties | 



These are the devices exposed by iSCSI sessions to the target. Click 
Advanced to view information about the device and configure the 
multipath policy. 



Dev :e Name 



I MPIO Capable [ 



SCST_BIO wPggnQUuBHVVLuJqS SCSI Disk D. , . Disk drive 
SCST_BIO jj V J 3 59puba tN 3dU SCSI Disk Device Disk drive 
SCST_BIO WPggnQUuBHVVLuJqS SCSI Disk D. . . Disk drive 



Advanced 



OK 



Cancel 



Apply 
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(SCSI Initiator Properties 



Favorite Targets Volumes and Devices 

General Discovery 



RADIUS 
Targets 



Target Properties 



Sessions Devices | Properties | 

r. 



I Device Details 



In the „Device Details" window, go 
tothe„MPIO"tab. 



Type: 

Device number: 
5CSI address: 
Device interface name: 

Legacy device name: 
Volume path names: 



Disk 

1 

Port 2, Bus 0, Target Id 0, LUN 

\\? 

\mpio#dtsk&ven_scst_biQ&{>rod_OQnkciyru 
zgl ggvr83-ev_l 01 # 1 &7f 6ac24&D&30303 

\\.\PhysicaJDrivel 



in 



OK 



Cancel 



Apply 



www.open-e.com 



Multipart I/O on DSS V6 with Windows 2008 



open-e 



Step 10 



Select fl Round Robin" in the 
„Load balance policy" from the 
pull down menu, confirm by clicking 
the „OK" button and exit the iSCSI 
Initiator. 



iSCSI Initiator Properties 



Favorite Targets 
General 



Volumes and Devices 
Discovery 



RADIUS 
Targets 



Target Properties 



Sessions Devices J Properties ) 



Device Details 



General MPIO | 
r Load balance policy ; 



Round Robin 



1\ 



Fail Over Only 

Round Robin With Subset 
Least Queue Depth 
Weighted Paths 
Least Blocks 



This device has the following paths: 






Path Id | Status I Type 


| Weight 


1 Session ID 


0x7702... Conne.. , Active 
0x7 702 . . . Conne . . . Active 


n/a 


fffffa80052bb018-4000« 
fffffa80052bb018~4000« 


<l 




1 >l 





Details Edit.. 



OK 



Cancel 



J Apply 
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Now go back to the „Server 
Manager" and navigate to the 
„Storage -> Disk Management". 



Next, right-click on the disk 
provided by the iSCSI Initiator and 
select „Properties". 



Step 11 



j^^SK 



File Action View Help 



giMBW® ifM 



"■ Server Manager (WIM-K2UZ5ZPSSE 

[+ j Roles 

^j Features 

+ Diagnostics 

El 3fS3 Configuration 

- '-' Storage 

■^* Windows Server Backup 

^ Disk Management 



J 2J 



Volume | Layout | Type | File System | Status 



u (C:) Simple Basic NTFS 



Healthy (bystern, Bool;, Page File., Active, Crash Dump, Primary Partition) 



L-siDisk 

Basic 
40,00 GB 
Online 



L-siDisk 1 

Basic 

100,00 GB 
Online 

t^CD-ROM O 

CD-ROM (D:) 



Disk Management 

More Actions 



5CST BIO OonKciYRuzqlGqVr Multi-Path Disk Device Properties!) E 



General | Policies | Volumes | MPIO | Driver | Details | 



SCST_BIO OonKciyRuzglGgVr Multi-Path Disk 
Device 



Device type: Disk drives 

Manufacturer: (Standard disk drives] 

Location: Port(2) Bus 0, Target ID 0, LUN 
Device status ~ 



(C:) 

40., 00 GB NTFS 

Healthy (System, Boot, Pac 



100,00 GB 
Unallocated 




| Unallocated | Primary partition 
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Step 12 



On the „MPIO"tab, select „Round 
Robin" from the „Load Balance 

Policy" pull down menu and click 
the „OK" button to confirm. 



Lg. Server Manager 



File Action View Help 



rnsra 



^o sin IB In IB tfB 



Server Manager (WIN-K2UZ5ZPS5E 
l+l 5 Roles 
E gfi] Features 
El ig Diagnostics 

- '-■ Storage 

^ Windows Server Backup 
\sSf Disk Management 



J 2i 



Volume | Layout | Type | File System | Status 



Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition) 



L-slDisk 

Basic 
40,00 GB 
Online 



L-slDisk 1 

Basic 

100,00 GB 
Online 

^CD-ROM 

CD-ROM (D:) 



Disk Management 

More Actions 



5CST_BIO OonKciYRuzglGgVr Mu 



? Properties!! |£ 



General | Policies | Volur 1 
■^^Load Balance Policy : 
"Description — 



MPI0 | Driver | Details | 



The round robin policy 
to all processing paths. 



Fail Over Onlj 



Jnly 

m 



Round Robin With Subset 
Least Queue Depth 
Weighted Paths 



DSM Name: [Microsoft DSM 
This device has the following paths: 



(C:) 

40,00 GB NTFS 

Healthy (System, Boot, Pac 



100,00 GB 
Unallocated 



Path Id 



77020000 
77020001 



| Path State" 



Active/Optimized 

Active/Optimized 



| Weight ] 






| Unallocated | Primary partition 
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Verify the performance with 
Jometer" and „Windows Task 
Manager". 



Step 13 



In Iometer 



j|g|^| >|#lt I Al Mil ■ 



Topology 



B-vJl\ All Managers 

0...§J WIN-SFVOL62E 



J 2i 



Disk Targets | Network Targets | Access Specifications Results Display j Test Setup | 

- R esults S ince — i rU pdate Frequency (seconds) 
F Start of Test 
C Last Update 



Drag managers and workers 

from the Topology window 

to the progress bar of your choice. 



_ I G Windows Task Manager 



1 2 3 4 5 10 15 30 45 GO oo 



Display- 



All Managers 


3388.53 


10000 


Total l/Os per Second 




~2J 


All Managers 


211.78 


1000 


Total MBs per Second 




A 


All Managers 


5.8994 


10 


Average I/O Response Time (ms) 




" 2l 


All Managers 


82.7647 


100 


All Managers 


47.74 % 


100% 


% CPU Utilization (total) 




~2l 


All Managers 





10 


Total Error Count 




~2l 



Run 1 of 1 



A 



HHIB 



File Options View Help 



Applications | Processes | Services | Performance Networking | Users | 
Local Area Connection 3 — 




-Local Area Connection 2 




Adapter ... ^ | Network Utiliza... | LinkSp... | 



State 



Local Area Conn.., 
Local Area Conn... 
Local Area Conn.., 



% 1 Gbps 

93,16% lGbps 

92,68 % 1 Gbps 



Connected 
Connected 
Connected 



Processes: 44 CPU Usage: 41% Physical Memory: 20% 



A 



Now you have completed the configuration of Multipath I/O on DSS V6 with Windows 2008 server. 
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Thank you! 



Follow Open-E: 



You 



facebook Linked i,,,, ^knowledgebase C forum Q blog 
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